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Thermal image encryption obtained with a SiO,
space-variant subwavelength grating
supporting surface phonon-polaritons
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Space-variant partially polarized thermal emission is investigated. We show that by coupling surface
phonon-polaritons to a propagating field, large anisotropy of the emissivity is obtained within a narrow spec-
tral range. We experimentally demonstrate this effect by fabricating a space-variant subwavelength grating
on a SiO, substrate to encrypt an image in the polarization state of a thermal radiation field. © 2005 Op-

tical Society of America
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Surface phonon-polaritons (SPPs) are attributed to
the coupling of an electromagnetic field with phonons
at the interface of two homogeneous media. This
resonant phenomenon typically occurs in the infrared
region of the spectrum and involves only TM radia-
tion. The wavenumber of SPPs is larger than that of
a free-space propagating wave at the same frequency,
and thus SPPs are nonradiative. Investigation of
SPPs in the far field was performed by coupling the
SPPs’ evanescent field to a propagatlng field, using a
prism or a grating coupler.™” In one 1nstance by fab-
ricating a uniform grating on a SiC substrate a ther-
mal source Wlth a narrow angular peak was
demonstrated.®> With the same substrate, changing
the grating parameters made it poss1ble to produce
an ommdlrectlonal enhanced emission for a given
frequency Both of these anomalous emissions were
attributed to the excitation of SPPs. Recently, we
demonstrated spatial manipulation of the polariza-
tion state of thermal radiation by controlling the lo-
cal orientation of a fused silica (SiOy) grating.”

In this Letter we utilize SPPs to encrypt an image
in the polarization state of infrared thermal radia-
tion. Polarization state manipulation of the thermal
emission was achieved by etching a space-variant
subwavelength grating on a SiO, substrate. The grat-
ing acted as a space-variant coupler between the
propagating waves and the SPPs. Decryption of the
image was obtained by measuring the polarization
state of the thermal radiation and applying the cor-
rect key. Polarization encryption provides additional
flexibility to conventional phase- and amplitude-
based encryption methods. This feature is advanta-
geous as it makes the optical encryption more
secure.”” Furthermore, unlike other polarlzatlon—
based encryption schemes ours is a passive one in
that it does not require a light source. To the best of
our knowledge, this is the first time that optical en-
cryption based on thermal emission supporting SPPs
has been achieved.

Consider a sample at a uniform and constant tem-
perature. The emitted radiation from the sample is
proportional to its emissivity, which is polarization
dependent. Our goal is to maximize the degree of po-
larization (DOP) of the thermal emission within a
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narrow spectral band and to exploit it for polariza-
tion encryption of a thermal image. For this purpose
we utilize the ability of SPPs to enhance the TM ra-
diation using a space-variant subwavelength grating.
The TM polarization state has an electric field com-
ponent that is perpendicular to the grating strips. We
designed an element composed of separate zones,
each consisting of a subwavelength grating on a SiO,
substrate. This material supports SPPs in the vicin-
ity of a 9 um wavelength as the real part of its di-
electric constant, €, 1s smaller than -1, as shown in
the inset of Fig. 1(a) Consequently, a thermal im-
age with a high discrimination of the polarization
state is achieved. In this case, the emissivity of the
subwavelength grating determines both the polariza-
tion state and the DOP of the thermal emission.
First, we optimized a uniform SiO, grating by using
the spectral reflectivity from a rigorous coupled wave
analysis calculation to achieve the maximal emissiv-
ity modulation (EMD). EMD is defined as 7=|(ery
- €TE)/(6TM+ GTE)|, where €TM and €T are the emissiv-
ity values of the grating for the TM and TE polariza-
tion states, respectively. The emissivity, e, is related
to the reflectivity, R, by Kirchhoff’s law, e=1-R, for
each direction, wavelength, temperature, and polar-
ization. Figure 1(a) shows the calculated spectral
EMD of the grating at a normal direction. An EMD
resonance peak of 7=0.52 is observed at an 8.93 um
wavelength. This resonance is maintained at the
same wavelength for broad emission directions up to
30°, as seen in Fig. 1(b). We ascribe this phenomenon
to the excitation of SPPs in the region where the dis-
persion curve is flat.* We optimized the gratlng for a
wavelength of 8.93 um at the normal emission direc-
tion. Figure 1(c) shows the calculated EMD as a func-
tion of the grating depth. A strong variation in the
EMD is observed, with the greatest value obtained at
a grating depth of 4=0.7 um. For this grating depth,
the optimal fill factor was found to be ¢=0.5, as
shown in Fig. 1(d).

To confirm our theoretical predictions, we formed a
10 mm X 10 mm uniform grating of a 2 um period on
an amorphous SiO, substrate us1ng an advanced
photolithographic process. 6 The inset in Fig. 2 shows
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grating parameters a peak in the EMD of 7=0.38
was calculated instead of 0.52, as can be seen in Fig.
2. The spectral measurements of thermal radiation
for TM and TE polarizations were performed by us-
ing an infrared Fourier-transform spectrometer
(FTIR, SP-Oriel, resolution 4 cm™!) equipped with a
cooled HgCdTe detector. In this experiment, the
sample was heated to 873 K with a precision of better
than 1 K (heater and temperature controller from
HeatWave Labs Inc.). The measured EMD as a func-
tion of wavelength, at a normal emission direction, is
shown in Fig. 2. A narrow spectral peak is observed
at approximately the 9.07 um wavelength. The mea-
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Fig. 1. (a) Calculated SiO, spectral EMD in the normal di-

rection for a grating with period A=2 um, fill factor ¢
=0.5, and depth 2=0.7 um. The inset shows the spectral
dependence of the real part of the SiO4 dielectric constant,
€'. (b) Calculated EMD as a function of the observation
angle, 6, with the same parameters as in (a). (¢) Calculated
EMD versus grating depth for a wavelength of 8.93 um
with normal observation; grating parameters: period A
=2 pm, fill factor ¢=0.5. (d) Calculated EMD versus grat-
ing fill factor (q) for a wavelength 8.93 um with a normal
direction of light; grating parameters: period A=2 um,
depth=0.7 um.
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Fig. 2. Calculated (circles) and measured (solid curves)
SiO, spectral EMD in normal direction for a grating with
period A=2 um, fill factor ¢=0.3, and depth 2=0.8 um. The
inset shows a SEM image of the grating.

a scanning electron microscope (SEM) image of the
grating. Due to inaccuracies in fabrication, the actual
fill factor was measured to be 0.3 instead of 0.5. Cor-
respondingly, for this fill factor the optimal depth was
determined to be 0.8 um instead of 0.7 um. For these

sured EMD was 7=0.33, indicating a good agreement
with our prediction. This significant EMD is expected
up to an observation angle of 30°.% As can be seen, the
measured EMD peak is redshifted with respect to the
predicted value. This behavior is attributed to the
temperature dependence of the dielectric constant of
8102.4 Up until this point we have demonstrated a
high discrimination between the TM and TE polar-
ized emissions within a narrow spectral band. There-
fore the polarization state of the thermal radiation
can be modified by controlling the local orientation of
the subwavelength grating.

We propose a thermal image that results from a
two-dimensional array of pixels, each consisting of a
uniform grating with a different orientation. In our
approach, a gray-scale image function, G, is linearly
related to an orientation function according to
¢(x,y)=aG(x,y), where a is a constant and 0 < <.
Encryption is obtained by adding a scrambling key
function, ¢,(x,y), to the orientation function of an en-
coded image, ¢;(x,y). The orientation of the actual
fabricated grating is described as @.(x,Y)modn
=g¢;(x,y)+ Pp(x,y). To decrypt the image, we need to
measure the local polarization state of the field that
radiates from the element. It is easy to express the
space-variant polarization state of a radiation field
using the Stokes vector S=(S,,S;,55,S3)T, where S,
denotes the intensity and S, Sy, and S describe the
polarization state of the radiated light. Since the
TM and TE polarization states of the thermal radia-
tion are not correlated, we can write the emitted
radiation Stokes vector as S=Sty+Stg, where Sty
=Imy(1,cos 2¢,,-sin 2¢,,0)" and Ste=1Irg(1,
—cos 2¢,,sin 2¢,,0)T are, respectively, the Stokes vec-
tors of the TM and TE polarized radiations,™ and Iy
and I7g represent the corresponding radiated inten-
sities. Note that this radiation is partially linearly
polarized everywhere. Since only the local orienta-
tion of the linear polarization is of interest, the three
Stokes parameters S,S;,S, are sufficient. These
three Stokes parameters can be obtained by imaging
the element through a linear polarizer oriented at
three different angles. These measurements are de-
noted by I, 1,5, and Iy, for a polarizer oriented at 0°,
45°, and 90°, respectively. The Stokes parameters re-
lated to these measured intensities are given by S,
=Io+190, S]_:IO—IQ(), and Sz=2I45—So. We note that
the DOP (defined by vS?+S2+S2%/S,) in the case of
noncorrelated TM and TE polarized emissions is
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given by DOP=(Ity—Itg)/(Im+Itg) and is equal to
the EMD, #. The linear polarization state orientation
of the emltted field at each pixel can be found from
tan(2¢,)=-S5/S;. 1 For an unauthorized receiver, ¢,
is meaningless; however, by applying the correct key
function, we can retrieve the orientation function of
the primary image ¢;(x,y)=d.(x,y)-Pp(x,y), from
which the gray-scale of the original image can be re-
constructed.

To implement this concept we used the photolitho-
graphic process mentioned earlier® to form an ele-
ment to encrypt the image shown in Fig. 3(a). The
key for the encrypting function used is shown in the
gray-scale picture in Fig. 3(b). The element was
etched on a SiO, substrate comprising 20 X 20 pixels,
each with dimensions of 500 um X 500 um, with a lo-
cal subwavelength grating period of 2 um. The fabri-
cation resulted in an actual fill factor of ¢=0.45,
which produced the maximal EMD at an etching
depth of 4=0.75 um.

A SEM image of a part of the element is shown in
Fig. 3(c). Zones with different grating orientations
are clearly observed. Following the fabrication stage,
the encrypted element was heated to 353 K to im-
prove the signal-to-noise ratio. A thermal camera

Fig. 3 (a) Gray—scale 1nten51ty of the primary image to be
encrypted. (b) Orientation function of the key, ¢, is shown
in gray scale. (¢c) A SEM image of the encrypted element
taken from a small region in the element. The arrows indi-
cate the TM polarization orientation of the thermal emis-
sion near the grating.
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Fig. 4. Measured intensities, I, 145, Iy, obtained with a
polarizer in varying orientations: (a) 0°, (b) 45°, and (c) 90°.
The white arrows indicate the orientation angle of the po-
larizer. (d) Measured intensity emitted by the encrypted el-
ement without a polarizer. (e) Measured polarization state
of the emitted light from the central region of the encrypted
element. (f) Decrypted image achieved by the decryption
process using intensities I, I45, g9, and the correct key
function, ¢, shown in Fig. 3(b).
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Fig. 5. (a) Orientation function of the wrong key is shown
in gray scale. (b) Unsuccessfully decrypted image produced
by the decryption process using intensities Iy, I5, and Iy,
but with the wrong key function.

(CEDIP, 320X 240 pixels) was used to capture the
emitted radiation. The thermal radiation obtained
without a polarizer is shown in Fig. 4(d). In this im-
age, the intensity distribution is uniform and decryp-
tion is therefore impossible. However, when the ele-
ment is imaged through a polarizer, intensity
patterns are obtained. The experimental patterns I,
1,5, and Iy, for a polarizer oriented at 0°, 45°, and 90°
are shown in Figs. 4(a)-4(c), respectively. Figure 4(e)
shows the various polarization state orientations
that were observed experimentally. As can be seen,
the polarization state is scrambled and the primary
image cannot be retrieved. However, by using the cor-
rect key function [Fig. 3(b)] within the image process-
ing, the image can be decrypted as shown in Fig. 4(f).
A gray-scale pattern of a wrong key function is shown
in Fig. 5(a). When this key is used the primary image
is not reconstructed, as can be seen in Fig. 5(b).

In conclusion, we have demonstrated a passive op-
tical encryption method based on thermal radiation
with space-variant polarization distribution. Control
of the polarization state orientation was achieved by
selectively coupling the SPPs. Decryption was carried
out by measuring the space-variant polarization
state of the thermal radiation and applying the cor-
rect digital key function.
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